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About book 
 

Cryptography, SSL/TLS, HTTPS, Public Key, Private Key, Digital certificates, PKI (Public Key 

Infrastructure is a very confusing subject and ideally if you are a developer you need to know basics 

of its workings and this book is covering that. You don’t need to hours to understand this concept 

this is the book we have created for you and make sure that your fundamental understanding of 

SSL/TLS certificate, public-private key, PKI, Cryptography, Digital certificate all are covered in just few 

hours and you should not spend many days to understand the same. In fact, to validate your 

understanding this book cover 45+ interview questions. If you see all the big publisher publishes 

books with 300 and 400 pages which requires many days to complete a single book and most of the 

reader reads first 2-3 chapters of the book and leave it for many days and they start again from first 

chapter. We don’t want you to face the similar problem, just read this book in one sitting and also 

give you fundamental learning in just couple of hours and spend another hour for question and 

answer-based learning. Anytime, you want to revise this concepts comeback to book finish the same 

in couple of hours.  

Cryptography is the study of secure communications techniques that allow only the sender and 

intended recipient of a message to view its contents. The term is derived from the Greek word 

kryptos, which means hidden. It is closely associated to encryption, which is the act of scrambling 

ordinary text into what's known as ciphertext and then back again upon arrival. In addition, 

cryptography also covers the obfuscation of information in images using techniques such as 

microdots or merging. Ancient Egyptians were known to use these methods in complex 

hieroglyphics, and Roman Emperor Julius Caesar is credited with using one of the first modern 

ciphers. 

When transmitting electronic data, the most common use of cryptography is to encrypt and decrypt 

email and other plain-text messages. The simplest method uses the symmetric or "secret key" 

system. Here, data is encrypted using a secret key, and then both the encoded message and secret 

key are sent to the recipient for decryption. The problem? If the message is intercepted, a third 

party has everything they need to decrypt and read the message. To address this issue, cryptologists 

devised the asymmetric or "public key" system. In this case, every user has two keys: one public and 

one private. Senders request the public key of their intended recipient, encrypt the message and 

send it along. When the message arrives, only the recipient's private key will decode it — meaning 

theft is of no use without the corresponding private key. 

About Audio book 
This book is also available in audio book format, so you can listen in your leisure time. This way you 

don’t have to ruin your eyes all the time on the computer, mobile or laptop. Rather just put 

headphone on your ear and start listening the contents. Also, this is highly recommended that you 

regularly listen this book on your car speakers while travelling to office and if you are using public 

transport then use the earphone to listen the contents.  

To get or subscribe the audio book content, please visit http://hadoopexam.com  

 

Provide Feedback 
This is a full-length book from http://hadoopexam.com and we love the feedback so that we can 

improve the quality of the book. Please send your feedback on hadoopexam@gmail.com or 

http://hadoopexam.com/
http://hadoopexam.com/
mailto:hadoopexam@gmail.com
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admin@hadoopexam.com and new content you want us to add then also please drop an email so 

our team will keep the same thing in mind while preparing for the next edition or updating this book 

edition. We love and appreciate your feedback for sure.  

 

Restrictions 
Entire content of this book is owned by HadoopExam.com and before using it or publishing 

anywhere else either digitally on web or printing and distribution require prior written permission 

from HadoopExam.com. You can use the code or exercises from this book in your software 

development or in your software product (commercial as well as open source) and there is no need 

to take prior permission.  

 

Copyright© Material 
This book contents are copyright material and it is hard work and many years of experience working 

with disruptive technologies, which helps in producing this material. All rights are reserved on the 

material published in this book. You are not allowed to any part of this material to be reproduced, 

stored in a retrieval system, and must not be transmitted in any form or by any means, without the 

prior written permission of the author and publisher, except in the case of brief quotations 

embedded in critical articles or online and off-line reviews. Wherever, you use contents make sure 

full detail of the book is mentioned.  

Author had tried as much as his capacity in preparing of this book so that accuracy can be 

maintained in the presented material. The material sold using this book does not have any warranty 

or guaranty either express or implied. Neither of the author, publisher, dealer and distributors will 

be held liable and responsible (explicit/implicit these all parties mentioned are not liable and 

responsible) for any damages caused or alleged to be caused directly or indirectly by this book. You 

should note this material as part of your learning process and as time passes material can be 

outdated and you should wait or look for that latest material.  

Author and publisher has endeavored to provide trademark information about all of the companies 

and products mentioned in this book. However, we cannot guarantee the accuracy of this 

information. 

 

Disclaimer: 

1. Hortonworks® is a registered trademark of Hortonworks. 

2. Cloudera® is a registered trademark of Cloudera Inc 

3. Azure® is a registered trademark of Microsoft Inc. 

4. Oracle®, Java® are registered trademark of Oracle Inc 

5. SAS® is a registered trademark of SAS Inc 

6. IBM® is a registered trademark of IBM Inc 

7. DataStax ® is a registered trademark of DataStax 

8. MapR® is a registered trademark of MapR Inc. 

9. Apache® is a registered trademark of Apache Foundation 

10. Databricks® is a registered trademark of Databricks Inc 

11. Or Any company or product name referred in this book is a copyright for respective company.  

mailto:admin@hadoopexam.com
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Publication Information 

First Version Published: Oct 2022 

Edition : 1.0 

 

Piracy 

We highly discourage the piracy of copyright material especially it happened online on the internet. 

Piracy causes the damages to all first of all it damages yourself by not honestly using the correct 

material, generally pirated material is edited and wrong information is presented which can make 

big damage as part of your learning process. As well as when you become author and honestly write 

similar material, piracy will damage your material as well. Hence, don’t encourage piracy. If piracy is 

reduced cost of material will automatically decreases. It also makes damages to author, publisher, 

dealer and distributors. If you come across any illegal copies of this works in any form on the 

Internet, then please share the detail with the URL, location or website name immediately on email 

id hadoopexam@gmail.com we really appreciate your help in protecting author’s hard work and also 

help in reducing the cost of material.   

 

 

Author/Trainer required 

Corporate Trainer:  We have many requirements, where our corporate partners need their team to 

be trained on particular skill sets. If you are already providing corporate trainings for any skills set, 

then please become our onsite training partner and fill in the form mentioned above and our 

respective team will contact you soon. You will get very good revenue for sure. However, what we 

want, you must be able to train our corporate partner resources.  What matters to us? Your 

proficiency in a particular domain/skill and good oral communication skills. You must be able to 

accessible to learners as well. 

 

Online Trainer:  If you are a working professional and master or proficient in any particular skills and 

feel that, you are capable of giving online virtual trainings e.g. 2 hrs. a day until course contents are 

completed.  Please fill in above form and our respective team will contact you or send an email at 

admin@hadoopexam.com . You will get a very good revenue share for sure.  What matters to us? 

Your proficiency in a particular domain/skill and good oral communication skills. It will certainly not 

impact your daily work. 

 

Self-Paced Trainings:  Ok, you want to work as per your comfortable time and at the same time 

sharpen your skills. You can consider this option. You can create self-paced trainings on particular 

domain/skills. Please fill in above form to connect with us as soon as possible. Before somebody else 

connect with us for the same skill set. Your commitment is very important for us. We respect your 

work and we will not sell your work in just $10 to acquire more resources. As we know, it takes a 

good amount of time and you will provide quality material, so we charge reasonable on that so, you 

will feel motivated with your work and effort. We respect you and your skill. 

 

mailto:hadoopexam@gmail.com
mailto:admin@hadoopexam.com
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Certification Material:  You may be already certified professional or preparing for particular 

certification in a specific domain/skill. So why not use this to make money as well as sharing your 

effort with other learners globally. Please connect with us by filling form or send email at 

admin@hadoopexam.com and our respective team will contact you soon. 

 

Author:  Yes, we are also looking for authors. Who can write books on a particular technology and 

what you can get certainly a very good revenue sharing and you can bring the same on your resume 

or linked in profile to show your excellence?  Yes, we are not in need of very good oral 

communication skills, but good writing skill. However, team will also help you to get work done. 

Author can be more than one for a particular book. However, we wanted you to be in long 

relationship. So that you don’t just write a single e book, but can create an entire series for a 

particular domain or skill.  Good royalty for sure...  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:admin@hadoopexam.com
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Chapter-1: Security Fundamental Concepts 
 

Data security is the most critical part in Information Technology solution and you don’t find any 

organization, which uses IT solution does not have data security. However, the security strength 

varies organization or organization as well as application to application. 

There are three different stages your data can have.  

1. Data in Transit: It means data moves from one point to another point or location. This can 

be sending an email, your WhatsApp messages, fetching data from Web Server (i.e. Tomcat, 

Apache etc.) to your client agent (Usually Browser). If data travel through internet, then this 

is highly vulnerable, if proper security is not in place. Data in transit can be read by any 

middleman and misused and we need proper protection for the same.  

2. Data at Rest: This data is not moving from one location to another location or networks. 

However, there are stored on either your Hard Disk, in Databases (i.e. MySQL, Oracle, 

Cassandra). This information or data also needs to be protected.  

3. Data in Use: Data in use accessed and consumed by applications or employees or users. This 

can be read, processed or updated. Since, this data is directly accessible to end user it is 

highly vulnerable. 

To protect your data various mechanism followed with below one or all together.  

- Data Encryption 

- Authentication  

- Data Access permissions 

Plaintext and Ciphertext 
Plaintext refers to anything which human can easily read and interpret its meaning. Like your 

username and password are below considered plaintext 

UserName admin@hadoopexam.com 

Passoword Pass@12344 

Ciphertext is any text which is encrypted. Cyphertext are randomized letter and numbers which 

human and even machine cannot make sense until it is decrypted or converted back to plaintext. To 

create a cyphertext you need encryption algorithm. If you process your plaintext with encryption 

algorithm a ciphertext is generated.  

 

Encryption 
Encryption is a method of converting your plaintext into cyphertext, and only the person having 

relevant decryption keys can generate plaintext from ciphertext.  

Encryption Key 
Encryption key is a set of mathematical rules and value that both the sender and the receiver know. 

In case encryption key is compromised then your ciphertext is no more secure. Hence, keeping 

encryption key safe is critical in overall encryption process.  

mailto:admin@hadoopexam.com
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Decryption 
Decryption is a reverse process of encryption. As discussed previously ciphertext can be converted 

into plaintext using decryption key. Please note that decryption key cannot be same as encryption 

key, it depends what type of encryption algorithm you are using.  

Data Integrity 
Data Integrity means original data is not altered by anybody whether its in transit or at rest.  

Encryption Algorithm 
Encryption algorithms are a mathematical formula which, with the help of a key. Changes the 

plaintext into ciphertext. Common example of encryption algorithms 

- AES 

- DES and Triple DES 

- RSA 
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Chapter-2: Cryptography 
 

Cryptography is a study of securing communications from outside observers. There are encryption 

algorithms which takes the plaintext and generate ciphertext, and without decryption nobody can 

understand it or find the original text.  To decrypt the ciphertext you need a key (either same or 

different) depend on the algorithm used. There are following four objectives of the Cryptography.  

1. Confidentiality: Only intended recipient can decrypt the message and read its contents.  

2. Non-repudiation: Sender of the message cannot deny he has not sent the message.  

3. Integrity: Information or data in the messages are not altered.  

4. Authenticity: Both sender and received can verify each other’s identity.  

Most of the ciphers and algorithms used in early days of the cryptography have been deciphered, 

but it would require years and sometimes decades to decipher of just one message. Hence, there is 

always advancement going on this field. There are following types of cryptography’s 

- Secret Key Cryptography (Symmetric Cryptography) 

- Public Key Cryptography (Asymmetric Cryptography) 

- Hash Functions 

 

Cipher Algorithm 
A Cypher algorithm is a mathematical formula, which can be used to obscure the value and content 

of data. The most important part of algorithms is to use a key(encryption or decryption key) as part 

of the mathematical formula.  

You can use Key to encrypt the data and either same of different (sometime referred as 

complementary key) is needed to decrypt the data back to a useful form.  

Encryption Key Size 
Many Ciphers algorithm increase their protection by increasing the size of the keys they use. If you 

have key with larger size more computing time and power is needed to encrypt and decrypt the 

data. Hence, it is very important to choose a cipher which is a best fit for both data protection and 

computation cost.  
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Chapter-3: Symmetric Cryptography & encryption 
  

Symmetric Cryptography is sometime referred as a symmetric key encryption or Secret Key 

Cryptography. It means for both encryption and decryption you are using the same key. As you can 

see below, same key is used. Secret key cryptography can be used on both in-transit and at-rest 

data. But it is commonly used on at-rest data, as sending the secret to the recipient of the message 

can lead to compromise. Following are the Secret Key algorithm  

- AES 

- DES 

 

Benefits if Symmetric key 
- In this case, to generate a strong key is relatively less expensive.  

- The key size is small (as we discussed, key size matters).  

- Algorithm is relatively less expensive to encrypt and decrypt the data.  

This symmetric encryption is effective since, it does not have much time delay as part of encryption 

and decryption process.  

Authentication & Symmetric Key 
If you see symmetric key is also providing authentication as well. Since, both the parties (source & 

destination) have the same key to encrypt /decrypt the data. Until and unless key is stolen. This key 

is also referred as a secret-key.  If anyone else finds this key, which he should not know then both 

data confidentiality and authentication are affected, hence it is very critical to protect this key.  

Drawback of Symmetric Key 
The major drawback of sharing this secret key with other party or exchanging the secret key. 

Because it may be possible while exchanging the secret key somebody steal the key. To solve this 

problem, IT industry use the mechanism to encrypt the secret key itself using a different key (It 

simple don’t get confused).  
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And to decrypt that “encrypted-secret-key” another party needs respective decryption key. This may 

lead to a never-ending situation. But there is a solution to this problem and that is done using 

asymmetric key cryptography. Which we will discuss in later chapters.  

Bulk Cyphers 
As name suggest a bulk cipher is a symmetric encryption algorithm which is used for encrypting and 

decrypting of large amounts of data. There are two different types of bulk cyphers are possible.   

1. Stream Cipher 

This cipher works on entire data but one byte at a time. RC4 (128 bit) is the most common stream 

cipher.  

2. Block Cipher 

As name suggests it operates on data in groups (blocks) of bytes. However, stream ciphers perform 

better than block ciphers. But if you consider block cipher then it provides a better security then 

stream cipher.  If you have heard the below ciphers, they are block ciphers 

- DES (56-bit) 

- TDES (Triple Data Encryption Standards – 168 bit) 

- AES (Advanced Encryption standard)  

Both DES and TDES operate on block of 8 bytes at a time. And AES operates on blocks of 16 bytes 

(128-bit) at a time and AES is much popular.  Blocks ciphers are designed to encrypt a single fixed 

size chunk of data, and if your text size does not exactly fit in a block. Block Cipher modes of 

operations can solve this problem. A block cipher mode of operation defines how the different 

blocks of a multi-block plaintext should be encrypted and decrypted. There are two block cipher 

mode operations are possible ECB and CBC.  

ECB (Electronic Block Code) Mode 

ECB mode is the simple one and it treats each block separately for the multi-block plaintexts. As you 

can see in the below image (taken from Wikipedia) which is encrypted using ECB, you can still 

interpret it’s a penguin.  

 

Using ECB mode, encrypting identical plaintext blocks produces identical ciphertext blocks. In this 

case, each pixel is an independent block of plaintext containing the colour of that pixel.  Since, in this 

image, many of the pixels have the same colour, those identical blocks encrypt to identical 

ciphertext blocks.  As a result, Tux is still visible in the ciphertext. While ECB mode is faster, easier, 

and more parallelizable to implement, it leaks data about the underlying message being encrypted.  
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Simply by observing the ciphertexts (which are public information), an eavesdropper can identify 

identical blocks and make guesses about the original plaintext. 

Cipher Block Chaining 

Block ciphers can operate in cipher block chaining (CBC) mode. CBC mode means that each block 

depends on the proper encryption of the block before it. This interdependence ensures that a 

change to any of the plaintext bits will cause the final encrypted block to change in a way that 

cannot be predicted or counteracted without knowing the key to the block cipher. 

The main feature of CBC mode is that it requires Initial chaining vector, that helps preventing tow 

identical text sequences from producing the same ciphertext when encrypted.  

Encryption usually works by taking a number of text blocks from entire texts and then apply a key on 

this to produce a cipher text. The typical size you can have is 128 bit or 256 bit. Assume for same 

text as below, if it generates the same cipher text then intruder can guess your text (by doing some 

mapping method), which is not good as shown below.  

 

This can be very-very risky and at least computer can easily find the original text without encryption 

key. And this is known as Electronic Code Block. As you can see above it is always generating same 

cipher text (xcbjbexx) for the plaintext (HdoopExam). DES is the algorithm which is a 56-bit version 

and easily crackable.   

Adding Salt 
To overcome this problem, where we always get the same cipher text for plain text. We can add a 

salt and resulted cipher text is always changed. This is usually done in the shared-key encryption 

(also, known as symmetric encryption) and in hashing (which is known as one-way encryption). And 

that method which is usually used are CPC (Cipher Block Chaining), where you can start with a rando, 

seed, known as an Initialization Vector (IV). Which is used in the first block. And next the output 

from the first block is then used to chain into the next block by Exclusive-OR (XOR) the output of the 

first block with the output of second block, and it goes on for rest of the blocks.  

 

CBC is an advancement on ECB. You can think here that parallel encryption is not possible with CBC 

since, every encryption is depended on the previous cipher. A major advantage of CBC mode is that, 

while encryption must be performed sequentially, decryption can be parallelized. 

The recipient of the final encrypted data needs to original ICV (Initial Chaining Vector or IV). In most 

of the case there is no need for ICV to be secret, but it should never be re-used with the same key. 

The size of the ICV is the same as the cipher block size (8 bytes of DEST and 16 bytes for AES).  
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--- Visit https://hadoopexam.com to read this book and learn from best online courses and 

certification preparation material. --- 

https://hadoopexam.com/

